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uij =
NX
k=1
· X
(p;q)2Pij
xpqkwp¡i;q¡j;k
¸
+ bk (2.1)
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11
? 2 ? ??????
 
 

   
 	 
 
   
   
         

? 2.4: Spatial Pyramid Pooing???
12
? 3 ?
????
3.1 Optimal String Alignment Distance???????
Wang?? Optimal String Alignment Distance (OSAD) ???????Website Finger-
printing Attack???? [4]???????Tor? cell??????????????2????
?????????????????????????? cell??????????????
?????????????????????????????
Wang????????????????????OSAD?????????? SVM (Sup-
port Vector Machine) ???????????? s1, s2????D(s1; s2)??????
D0(s1; s2) =
D(s1; s2)
min(js1j; js2j) (3.1)
K(s1; s2) = e
¡D0(s1;s2)2 (3.2)
??????????D0(s1; s2) = 0???????????????K(s1; s2) = 1????
D0(s1; s2)??????????????????????K(s1; s2)???????D0(s1; s2)?
???????K(s1; s2)???? 0???????????K(s1; s2)??????????
??????????????? SVM?????????Wang?? 2?????????
??????????????? one-against-one??????
13
? 3 ? ????
3.2 k-nearest neighbor algorithm???????
????Wang?? k-nearest neighbor algorithm (k-NN?)???????Website Finger-
printing Attack???? [5]?????????????????????????????
???????????
² ????
² ?????
² ?????
² ????????????
² ??? 20?????????
????????????????????????????????????????
??????????????????????????????? k-NN????????
??????????
3.3 Autoencoder???????
????Deep Learning?????????Denoising Stacked Autoencoder????Website
Fingerprinting Attack????????? [14]?Autoencoder??????????????
?????????????????Autoencoder????? 3.1????Autoencoder???
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X
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kxi ¡ f 0(W 0f(Wxi + b) + b0)k22 (3.3)
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5.3 Open World Test
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5.4 Spatial Pyramid Pooling??????
? 4.2???????Pooling??pool2??Max Pooling???? Spatial Pyramid Pooling
???????????????????????? 5.1????????????????
? 5000??????Spatial Pyramid Pooling???? pool2????Pyramid Height???
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5.5 ????????
3???????? CNN?????????????????????? 5.2?????
???????????Close World Test???????Open World Test????TPR?
FPR????????????????????????????????
CNN?????????? Close World Test???????????????? k-NN?
???????????????????????Open Wold Test??????k-NN???
??????? FPR????????TPR???????
? 5.2: ??????????????????
?? ?? TPR FPR
CNN?????? 0.91 0.89 0.006
Autoencoder [14] 0.88 0.86 0.02
OSAD [4] 0.90 0.83 0.06
k-NN [5] 0.91 0.85 0.006
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